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When a gun is fired, it leaves marks on cartridge cases that are thought to be unique to the gun. In current 
practice, firearms examiners inspect cartridge cases for “sufficient agreement,” in which case they 
conclude that they come from the same gun, testifying in courts as such. A 2016 President's Council of 
Advisors on Science and Technology report questioned the scientific validity of such analysis (President's 
Committee of Advisors on Science and Technology, Washington, DC, Executive Office of the President). 
One recommendation was to convert firearms analysis to an objective method. We propose a fully 
automated, open‐source method for comparing breechface marks on cartridge cases using 2D optical 
images. We improve on existing methodology by automating the selection of marks, and removing the 
effects of circular symmetry. We propose an empirical computation of a “random match probability” given 
a known database, which can be used to quantify the weight of evidence. We demonstrate an 
improvement in accuracy on images from controlled test fires. 
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ABSTRACT: When a gun is fired, it leaves marks on cartridge cases that are thought to be unique to the gun. In current practice, firearms
examiners inspect cartridge cases for “sufficient agreement,” in which case they conclude that they come from the same gun, testifying in
courts as such. A 2016 President’s Council of Advisors on Science and Technology report questioned the scientific validity of such analysis
(President’s Committee of Advisors on Science and Technology, Washington, DC, Executive Office of the President). One recommendation
was to convert firearms analysis to an objective method. We propose a fully automated, open-source method for comparing breechface marks
on cartridge cases using 2D optical images. We improve on existing methodology by automating the selection of marks, and removing the
effects of circular symmetry. We propose an empirical computation of a “random match probability” given a known database, which can be
used to quantify the weight of evidence. We demonstrate an improvement in accuracy on images from controlled test fires.
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When a gun is fired, it leaves marks on cartridge cases that
are thought to be unique to the gun. In current practice, firearms
examiners inspect two cartridge cases using a comparison micro-
scope, and if there is “sufficient agreement” between the marks
on the cartridge cases, they conclude that they come from the
same gun (1), and testify in courts as such. A recent publication
by the President’s Council of Advisors on Science and Technol-
ogy (2) questioned the scientific validity of firearms analysis,
making two recommendations for the path forward. The first is
to continue improving firearms analysis as a subjective method,
by conducting additional black-box studies to determine the reli-
ability of firearms examiners’ conclusions, and also by introduc-
ing more rigorous proficiency testing. The second is to convert
firearms analysis from a subjective method to an objective
method, for example by developing image analysis algorithms to
extract signatures and compute degrees of similarity.
Here, we primarily consider the second recommendation, with
the current focus being to complement, rather than to replace,
subjective methods with objective methods. There has been
research by various groups with regard to objective methods. In
recent years, the National Institute of Standards and Technology
(NIST) has been advocating the use of 3D topographies for
measurement (3), coupled with algorithms that are largely auto-
mated (4,5). 3D topography measurements are in contrast to 2D
optical (grayscale) images, the latter being older technology that
has been used in investigations since as early as 1932 (6). More
recently, law enforcement agencies have been using 2D imaging
as part of the National Integrated Ballistics Information Network
(NIBIN), a program started by the Bureau of Alcohol, Tobacco,
Firearms and Explosives (ATF) in 1999. NIBIN is a national
database of ballistic evidence, including cartridge cases recov-
ered at crime scenes, as well as from test fires from firearms
recovered in shooting investigations and from individuals. Fire-
arms examiners enter images into NIBIN using a platform devel-
oped by Forensic Technology WAI, Inc. (FTI), of Montreal,
Canada, which captures a 2D optical image of the “questioned”
casing. The system then performs a search of the database and
returns a list of top ranked potential matches using a proprietary
algorithm. The examiner uses this list to determine on which
physical cartridge cases to focus their efforts. They retrieve those
that they view are the best potential matches, and examine them
using a comparison microscope to evaluate if they are indeed
matches.
The main reason for NIST’s recommendation to use 3D
topographies is that optical images are sensitive to lighting con-
ditions, whereas 3D topographies are a direct measurement of
surface contours. As part of a report by NIST in 2007 assessing
the feasibility of developing a national ballistics imaging data-
base (7), an algorithm for comparing 3D topographies of car-
tridge cases was developed. The accuracy of this method was
compared to FTI’s proprietary algorithm, concluding that 3D
topographies could potentially produce much more accurate
results. Following NIST’s lead, other groups have also devel-
oped algorithms for comparing 3D topographies [see e.g., (8)].
Despite these developments, there remains interest in 2D opti-
cal images among both practitioners and researchers. One
reviewer commented that for practitioners, many crime
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laboratories have continued to use 2D imaging due to the high
cost of equipment for acquiring 3D topographies, as well as the
lack of field-wide accepted and validated methods which are
necessary to maintain accreditation. For researchers, both the
continued and historical use of 2D imaging mean that the major-
ity of data in local and national databases are in 2D, and it is
essential for algorithms to be effective on these. Recent work on
algorithms for 2D images includes a paper by NIST applying
their Congruent Matching Cells method, originally developed for
3D topographies, to 2D (9), as well as work by Roth et al. (10)
on images involving operational datasets taken from a police
department, in addition to a data set of controlled test fires, as is
usually used by researchers.
Here, we extend the literature on 2D comparisons by improv-
ing on existing algorithms, introducing a method that is both
fully automated and open source; the code is available as an R
software package at https://github.com/xhtai/cartridges. The orig-
inal comparison of performance of 2D with 3D (7) was made
using proprietary algorithms on the 2D images, and we revisit
one of the datasets used, to determine if the performance using
2D images remains as poor. To our knowledge, this dataset has
not been studied since the 2007 paper.
There has also been ongoing research as to how to compute
likelihood ratios from cartridge case comparisons, so that they
may be incorporated with other evidence [see e.g., (8,11)].
Here, we propose a method to compute “random match proba-
bilities” empirically, given a known database. This method
was developed for 2D comparisons but is also applicable to
3D.
Materials and Methods
Data
The cartridge cases used are the same ones collected and ana-
lyzed in NIST’s 2007 study, and a detailed account of the exper-
iment can be found in (7). The cartridge cases were re-imaged
by NIST at their Gaithersburg, Maryland campus, and the data
were made available as part of the Ballistics Toolmark Research
Database (https://tsapps.nist.gov/NRBTD), an open-access
research database of fired bullet and cartridge reference data.
Briefly, there were a total of 108 cartridge cases, collected from
test fires of 4 Ruger P95D, 4 S&W 9VE, and 4 Sig Sauer P226
pistols. Each was fired 9 times using 3 each of 3 different
brands of ammunition: PMC, Remington, and Winchester. These
were imaged using a Leica FS M reflectance microscope with
ring light illumination. The objective was 29, and the resolution
was 2.53 lm, and images are 1944 9 2592 pixel grayscale files
in PNG format. As in (7), we refer to these images as the
NBIDE (NIST Ballistics Imaging Database Evaluation) dataset.
To analyze these data, we will treat each image in turn as the
“new” or “questioned” image, and the remaining 107 images as
the known database. We perform 107 pairwise comparisons for
each new image, for a total of 107*108 or 11,556 pairwise com-
parisons. For each pairwise comparison, we will compute a simi-
larity score and the probability of obtaining a higher score by
chance.
Steps for One Pairwise Comparison
The following are proposed steps for making one pairwise
comparison. Steps 1 through 4 are preprocessing steps, 5 com-
putes a similarity score and 6 a “random match probability.”
• Automatically select breechface marks by removing the non-
primer areas and the firing pin impression.
• Level image to adjust for nonuniform lighting caused by the
surface being tilted on a plane
• Remove circular symmetry to adjust for nonuniform lighting
caused by the surface having differences in depth that are cir-
cular in nature.
• Outlier removal and filtering to highlight certain features.
• Maximize correlation by translations and rotations.
• Compute the probability of obtaining a higher score by
chance given a known database.
These steps build on methodology published in (7) and imple-
mented in (10). There are three main improvements: steps 1, 3,
and 6 above. Each step is explained in detail in the following
subsections.
Automatically Select Breechface Marks
The first step is to automatically select the breechface marks.
In NIBIN (7) and other research (9,10), this step is performed
manually by adjusting a larger circle to pick out the primer
region, and a smaller circle for the firing pin impression. Here,
we select the breechface marks automatically by first finding the
primer region and then removing the firing pin impression. We
do not constrain either region to be circular, and this is espe-
cially important for the firing pin impression, which could have
different shapes depending on the make and model of the gun.
A rough schema for finding the primer region is given in Fig. 1.
To remove the firing pin impression, we use a similar set of
steps, but we start with an edge detector to first identify the fir-
ing pin region. We use a Canny edge detector (12) because it
allows the specification of two thresholds, which enables weaker
edges to be detected, if they are connected to a strong edge. This
is very useful in detecting the firing pin impression, because not
the entire border may be prominently marked. The steps are
shown in Fig. 2.
Next, we perform a second pass where we apply an edge
detector again with slightly different parameters, to try to remove
any remaining marks. This is necessary for some images where
parts of the firing pin impression might not be as highly con-
trasted with the surrounding breechface impression, resulting in
them being missed the first time. This different set of parameters
picks up such edges that are connected to the previously identi-
fied firing pin impression. The steps are in Fig. 3.
Level Image to Adjust for Nonuniform Lighting
The second step is to level the image. As explained in (7) and
(10) this step is necessary because the base of the cartridge case
may not be level, and may instead be tilted slightly on a plane.
As a result, images of such a surface may have differences in
brightness that are planar in nature. We fit a plane that captures
these differences, and then take the residuals, which ensure that
the resulting image is free from planar differences in brightness.
An example is in Fig. 4.
Remove Circular Symmetry to Adjust for Nonuniform Lighting
The next step is to remove the effects of circular symmetry.
Analogous to step 2, the base of the cartridge case could have
differences in depth that are circular in nature, for example the
surface may slope inwards toward the center. This would cause
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corresponding differences in brightness such as the center of the
image being darker than the edges. As in the previous step, we
fit a model that captures this circular symmetry, and then take
the residuals. The residuals will be free from any circular sym-
metry.
The model that we fit is a linear combination of circularly
symmetric basis functions (13). Briefly, this model assumes that
pixels located the same distance from the center of the image
take the same value, and each basis function corresponds to a
unique distance from the center. The coefficient for each basis
function is the mean of pixel values for pixels with the corre-
sponding distance from the center. We ignore missing pixels and
only use values that are available. Because of the large number
of basis functions, with each only containing only a few pixels,
the variance of the coefficients is large, and we fit a local
smoother through the coefficients to get a smoothed circularly
symmetric model. The results are in Fig. 5.
The fitted model and the residuals are in Fig. 6. These residu-
als are free from both planar bias from the previous step, and
circular symmetry.
FIG. 1––Series of steps to find the primer region for an example image. This image is from a Ruger gun, firing a PMC cartridge. In some images, the firing
pin impression is so close to the edge of the primer that the center region selected is not circular, and the last three steps (dilating, filling, and eroding) ensure
that we get a region that is close to circular.
FIG. 2––Series of steps to find the firing pin impression of the example image.
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Outlier Removal and Filtering
The last preprocessing step is outlier removal and filtering.
Again this follows the methodology of (7) and (10). Outliers are
removed and filled in (14) so as not to affect the similarity
scores being computed, and filtering highlights certain features
of the image. The resulting image after all preprocessing is on
the left in Fig. 7.
Maximize Correlation by Translations and Rotations
After preprocessing, step 5 computes a similarity metric. Here,
we use the maximum cross-correlation function (CCFmax), used
in (4) and (10). For each rotation angle, we compute
CCFðI1; I2Þ ¼
P
i; j I1ði; jÞ I2ðiþ dy; jþ dxÞffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiP
i; j I1ði; jÞ2
q ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiP
i; j I2ði; jÞ2
q ;
where I1 and I2 are the two images, i indexes the rows and j
indexes the columns, and dx and dy represent translations. The
CCF is a matrix of correlation values, where each entry corre-
sponds to a particular translation, and we store the maximum
correlation. We repeat for rotation angles 2.5 degrees apart, and
then .5 degrees apart in the neighborhood of the highest correla-
tion. The maximum correlation between two images is known as
the CCFmax. An example is in Fig. 7.
Compute Probability of Obtaining a Higher Score by Chance
Given a Known Database
In the final step, we convert each similarity score into a state-
ment of probability, specifically a “random match probability”
given a known database. Both (11) and (8) propose methods for
computing likelihood ratios, which are a ratio of the densities of
FIG. 3––Here, we run the edge detector a second time. In this particular example, the entire firing pin impression has already been removed, so these steps
do not produce any effect, and the image remains unchanged.
FIG. 4––We have the fitted plane on the left and the residuals on the right.
In this example, the original image is slightly darker in the bottom left cor-
ner and brighter on the top right. The residuals are free from any such
effects. We take the residuals for further processing. FIG. 5––Fitted coefficients for our example image. [Color figure can be
viewed at wileyonlinelibrary.com]
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similarity scores using nonmatch versus match distributions. In
(11), a parametric distribution applicable to all guns is proposed,
while (8) proposes case-specific distributions, determined empiri-
cally by conducting test fires for each make and model of gun.
Here, we focus on the denominator of the likelihood ratio,
and propose a method to compute the probability of obtaining a
higher score by chance, empirically, given a known database.
This method can be applied to all guns. These probabilities
attach meaning to the scores, and also serve as a measure of
uncertainty for this comparison procedure.
In theory, we assume that all CCFmax values for nonmatches
are drawn from the same distribution, and given such a distribu-
tion, we compare each newly computed score against this distri-
bution, and compute the right tail proportion. This value is the
probability of observing a higher CCFmax by chance. In reality,
the assumption might not hold, and we would not have access to
the theoretical distribution of all CCFmax values. We might
instead have a known database, where we are able to compute
all pairwise nonmatching scores. These form a sample from the
unknown distribution, and an illustration is in Fig. 8. For exam-
ple, using the NBIDE dataset, for each new image we have a
database of 107 images, and doing all pairwise comparisons
within this database, we have a total of 10,494 nonmatch scores,
which would form a sample from the unknown population of
nonmatch scores. We can then compare a calculated similarity
score against this distribution.
Results
All Pairwise Comparisons
As described in the Data section, we do all pairwise compar-
isons for each of the 108 images in the dataset, for a total of
11,556 comparisons. As we know the true identity of all the
images, we are able to group the comparisons into true matches
and nonmatches. The distributions of CCFmax values split by
true matches and nonmatches are in Fig. 9. The two distributions
overlap, meaning that this method is unable to perfectly separate
the true matches from the nonmatches using a single cutoff for
CCFmax.
We also look at the probabilities obtained in step 6, and again
we group the results by true matches and true nonmatches. The
results are in Fig. 10. For the true matches, ideally the probabili-
ties should be small, indicating that the CCFmax values are large
enough that the probability of getting a larger score by chance is
small. Here for about 80% of the observations, the probabilities
are actually zero, because some of the similarity scores for the
true matches are much larger than the largest observed value for
true nonmatches, as seen in Fig. 9. There are several probabili-
ties close to 1, which correspond to the points in the left part of
the overlapping regions in Fig. 9.
Comparison with Other Results
As described earlier, we have added two preprocessing steps:
the automatic selection of breechface marks and the removal of
FIG. 7––We compare our example image (on the left) against another image from the NBIDE study, which was obtained using the same gun. We obtain a
similarity score of .36, with a rotation angle of 15 degrees, meaning that the second image is rotated 15 degrees counterclockwise. Plotting the two images
with the second rotated, we notice that the breechface marks are now lined up well. We also compute the difference between the two images, and this is plotted
on the far right.
FIG. 8––The darker distribution is the theoretical distribution of CCFmax
values for nonmatches, which we do not know. The other distribution shown
is the empirical distribution constructed from the values computed using a
known database. The vertical line represents a new CCFmax value. To com-
pute the probability of observing a higher score than this, we take the pro-
portion of the empirical distribution to the right of the vertical line. [Color
figure can be viewed at wileyonlinelibrary.com]
FIG. 6––Fitted circularly symmetric model and resulting residuals.
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circular symmetry. We compare the similarity scores with those
without the addition of these steps, and the results are in Fig. 11.
From the plot in the center, it is fairly obvious that removing cir-
cular symmetry has on average little impact on the similarity
scores for true matches. For the true nonmatches, there are more
points below the 45-degree line (in fact, over 2∕3 of the points),
indicating that removing circular symmetry reduces scores for
nonmatches. This is illustrated more clearly in Fig. 12. For the
true matches, the individual marks are similar enough that even
after any circular symmetry is removed, the images remain
highly correlated.
To determine the effect of automatically selecting the breech-
face marks, we consider the first plot in Fig. 11. There is a lin-
ear relationship between the two sets of results, but one
noticeable difference is that each score on the horizontal axis
corresponds to a range of observed scores on the vertical axis,
and the positive correlation is not as strong. The scores in gen-
eral are higher because they are above the 45-degree line. This
is especially true for the true matches, and if we were to draw a
best fit line for only the true matches, we notice that this is
above the 45-degree line. The effect on the true nonmatches is
less obvious, and an argument can be made for there being little
to no effect.
Putting the two together, we get the last plot in Fig. 11. We
see a weaker linear relationship, higher scores for the true
matches, and slightly lower scores for the true nonmatches,
although the effect is not as pronounced as in the second plot.
As a final step, we compare the results to those in (7). The
metric that Vorburger et al. used to evaluate performance on the
2D algorithm was the number of matches in the “top 10 list.”
For each new image, there are 107 images in the known data-
base, and the top 10 list is the list of 10 images that have the
highest similarity scores when compared against the new image.
The maximum possible number of true matches in the top 10
list is 8, and this represents the best result. We produce this
same metric using the similarity scores we calculate after pre-
processing using different methods, and the results are in
Table 1.
The performance of published methods is markedly better than
NIBIN, but we note that the latter were obtained in 2007 and
might not be an accurate reflection of current NIBIN technology.
Although we see that our proposed methodology is an improve-
ment over other 2D methods, we do not achieve the accuracy of
3D topographies for this dataset.
Discussion
Computing Random Match Probabilities
In computing the probabilities of observing a higher CCFmax
value by chance in step 6, we apply the same calculation to all
makes and models of guns. We might believe that depending on
the two images being compared, the nonmatch distributions
might differ; for example if the two images come from the same
FIG. 9––The true nonmatch CCFmax distribution has a much smaller mean
and variance than the distribution for true matches, but there is not a clear
separation between the two. This means that some true matches do not pro-
duce very high similarity scores. [Color figure can be viewed at wileyonline-
library.com]
FIG. 10––The true nonmatch probabilities follow a roughly uniform distribution, which is to be expected. (We can think of the random match probabilities in
the context of the hypothesis test, with the null being that the images do not come from the same gun, and the alternative being that they do. The calculated
probabilities are p-values in the context of this hypothesis test. The CCFmax values of true nonmatches should then come from the null distribution, and statisti-
cal theory tells us that the p-values follow a uniform distribution.) The true matches have low probabilities of obtaining a higher score by chance, which is a
good result. [Color figure can be viewed at wileyonlinelibrary.com]
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make and model of gun and cartridge, the CCFmax values might
be higher. The correct interpretation of the probability that was
computed in step 6 is an average over all possible identities of
the two images involved. Here, we examine the nonmatch distri-
butions in greater detail, and suggest possible refinements of this
probability calculation.
We consider the nonmatch distribution in Fig. 9. This can be
broken up in different ways: by individual gun, by gun brand,
by gun, and cartridge brand, as well as by type of comparison,
and we would like to see if there are differences in the distribu-
tions. As an example, the distributions by type of comparison
are in Fig. 13. If we were to do formal statistical tests, such as
FIG. 11––CCFmax values for all pairwise comparisons using different sets of preprocessing steps are plotted. Published methods on the horizontal axis refer
to the preprocessing steps being a manual selection of breechface marks, leveling, outlier removal, and filtering. The logarithmic scale is used on both axes to
highlight the differences in the lower values. [Color figure can be viewed at wileyonlinelibrary.com]
FIG. 12––This example illustrates the effect of removing circular symmetry. We compare the images on the left respectively with those on the right. In the
images on the first row, we added the same circular symmetry to both images, causing them to be darker in the center and getting brighter toward the edges.
The similarity score in this case is .72. On the second row, this circular symmetry is removed and the score drops to just .04, because the individual marks are
not very similar.
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the Kolmogorov–Smirnov test, we do see significant differences
in distributions. Although some of these differences might be
statistically significant but not practically significant, it is possi-
ble that nonmatch distributions depend on both the image in the
database, as well as the new image.
To make a more accurate probability statement, instead of
averaging over all possible comparisons, it might be better to
compare against an empirical distribution that is of the same
type as the new comparison being made. However, in an
actual comparison against a known database, the identity of
the new image is unknown, so we are unable to determine
which nonmatch distribution the computed CCFmax value is
coming from. We propose two alternatives. The first is to con-
struct different empirical nonmatch distributions, for each gun–
cartridge combination found in the known database. For exam-
ple, if we have Ruger-PMC images in the database, we con-
struct a nonmatch distribution for Ruger-PMC based on all
nonmatch comparisons in the database involving Ruger-PMC.
When comparing a new image to any Ruger-PMC image in
the database, we produce a similarity score, and compare this
to the Ruger-PMC nonmatch distribution that we just con-
structed. This would give us the probability of obtaining a
higher score by chance, given that one image in the compar-
ison is a Ruger-PMC. This probability might be interpreted as
an average over all possible identities of the new image (in-
stead of over both images).
Alternatively, based on Fig. 13, we might expect that the non-
match similarity scores are the highest for comparisons where
both the gun and cartridge brand are the same. A conservative
approach would be to only use these comparisons to form the
empirical nonmatch distribution. Every new comparison would
be compared to this distribution, and the probabilities might then
be interpreted as an upper bound: The probability of obtaining a
larger similarity score by chance is less than p, where p is the
probability computed in this fashion.
TABLE 1––Comparison of the number of true matches in “top 10 lists” for
various methodologies. All rows except the last use 2D optical images.
Methodology 8 7 6 5 4 3 2 1 0
NIBIN in 2007 (7) 13 25 23 19 13 9 5 1 0
Published methodology (7,10) 58 19 14 10 2 2 1 2 0
Proposed methodology 68 21 7 1 4 3 2 2 0
Only add step 1 67 19 7 4 4 3 2 1 1
Only add step 3 60 21 12 6 4 2 2 1 0
3D (7) 101 7 0 0 0 0 0 0 0
FIG. 13––Breaking up the distribution of CCFmax values for nonmatches by type of comparison. The distribution for comparisons involving the same gun and
cartridge brand is shifted slightly to the right. [Color figure can be viewed at wileyonlinelibrary.com]
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Conclusion
We have proposed an improvement of existing methodology
for comparing 2D optical images of breechface impressions. This
algorithm is fully automated and open source, and provides
improved accuracy. Accuracy, however, does not reach the level
of 3D topographies for this dataset. This could be because the
marks left on the cartridge cases were insufficiently pronounced
to be adequately captured using 2D ring light photography,
whereas these marks were captured in 3D topographies. Another
point to note is that the methodology that we improved upon is
not the only existing methodology, but it is arguably the most
established. Our proposed changes are to the preprocessing steps
and can be applied to different similarity metrics or registration
procedures [e.g., (5,10)]. Similarly, our proposed empirical
method of computing “random match probabilities” given a
known database can be adapted to different similarity metrics
and also to 3D topographies.
There remain aspects of this work that would benefit greatly
from further investigation. For one, it should be tested much
more extensively using images from different guns and car-
tridges. Parameters used in the various steps should be adjusted
carefully. The code should be optimized for speed, and methods
for dealing with large databases should also be looked into.
Results should be compared to that made by human examiners.
Eventually, in practice, such an algorithm could be used by
firearms examiners as a tool for blind verification, as well as for
reporting uncertainty. Given a “questioned” cartridge case,
examiners might first use currently established methods for
determining matches. Then, they could run the proposed algo-
rithm using an image of the questioned cartridge case and some
given database. An ideal result would be if the matching car-
tridge case(s) picked out by the examiner also has (have) the
highest similarity score(s) returned by the algorithm. When
reporting the evidence in court, the examiner could then report
her conclusion of a match, together with the probability of
observing a higher similarity score by chance, given the database
that she is working with, as estimated using the algorithm. Alter-
natively, an examiner may also wish to attach an objective mea-
sure to a single comparison, without considering a database
search. This might be for a particular pair of cartridge cases that
she has found to be a matched pair. For such purposes, a single
pairwise comparison of the associated images using the proposed
algorithm could be used.
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